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ABSTRACT
AI agents are changing the isolation landscape of modern cloud
infrastructure. Unlike traditional workloads, agents execute het-
erogeneous and dynamic sequences of tools that read and write
files, spawn processes, install packages, run tests, and interact with
external services. These tools interact directly with OS resources,
expanding the attack surface and exposure to interference, making
isolation essential. Hence, the question is no longer simply whether
to isolate agent execution, but how to choose an isolation boundary
that balances isolation, performance, and efficiency for a dynamic
and heterogeneous tool set.

In this paper, we propose Expectation of Risk (𝐸𝑜𝑅), an isolation
metric for quantifying interference risk induced by an agent’s tool-
mediated interactions with shared system resources. 𝐸𝑜𝑅 models
how much a workload exercises shared resources with the severity
of interference through those resources, yielding a resource-specific
isolation signal. We instantiate 𝐸𝑜𝑅 for performance interference
through shared host-kernel locks using host-level syscall profiles
and a reusable syscall-to-lock profile, and evaluate it across Linux
containers, gVisor, and Firecracker using replayed agent tool-call
traces. Our results show that EoR ranks runtimes by their exposure
to shared host-kernel state, and this ranking aligns with measured
co-location slowdown, especially when the shared host-kernel state
is the main source of interference.

1 INTRODUCTION
AI agents combine models for reasoning with tools for action,
enabling them to translate human intent into autonomous ex-
ecution [11]. They are hybrid systems that combine AI models
with traditional software components such as orchestrators, vec-
tor databases, and execution runtimes [16], and are increasingly
deployed in multi-tenant environments [7, 31]. From a systems
perspective, the tool layer [16, 22, 24, 30, 31] is where an agent’s
decisions become resource-consuming execution. Tools read and
write files, spawn processes, execute code, issue network requests,
query services, and interact with external state [16, 22, 24, 30, 31].

Tool execution is hence a key source of interference in multi-
tenant agent deployments. Whether tools run with the agent or-
chestrator [17] or through a remote multi-tenant tool server such
as MCP [4, 8], they remain a major point of contact with shared
OS resources and backend services. Although agents also introduce
other shared components (e.g., the model serving and orchestration
layers) [8], this paper focuses on tool-mediated execution because
it is where isolation mechanisms directly constrain agent actions.

Agentic workloads differ from priormulti-tenantworkloads: they
are (a) interactive but not necessarily latency-sensitive, (b) high-
utilization because agents think time is low and parallelism can
be high, and (c) heterogeneous, since an agent may invoke a wide
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Figure 1: Workflow of an agentic system for a single agent.

range of tools, including tools not known when the environment
was provisioned. These propertiesmake the CPU and host execution
environment central to agent isolation. Although accelerators may
serve the model, the CPU coordinates tool invocation, runtime state,
and OS interaction [23, 26, 29]. Thus, agent interference is not only
a model-serving problem; it also arises where tool execution meets
shared infrastructure.

Modern deployments mitigate interference and security risks
(e.g., co-location slowdown and unintended shared-state access)
using isolation mechanisms such as containers, secure containers,
lightweight virtual machines, and other sandboxes [1, 2, 12, 14,
15, 19, 25]. However, agentic workloads make the isolation choice
difficult. Isolating each tool in a separate environment would pro-
vide fine-grained boundaries, but it can also add startup latency,
duplicate runtime state, and increase coordination overhead. In
practice, an agent’s tools are often executed within a common iso-
lation environment, forcing systems to choose one boundary for
a diverse and changing toolset. Moreover, recent agent sandboxes
such as nono [20] and OpenShell [21] use Linux security modules
for isolation and provide fine-grained, low-overhead access control,
but they do not isolate shared kernel state.

This creates a fundamental dilemma: what is the appropriate iso-
lation platform for an agent with heterogeneous tool usage? [6, 18, 27]
Stronger isolation mechanisms (e.g., microVMs) may reduce expo-
sure to shared host state but introduce unnecessary overhead for
benign or short-lived operations. Lighter mechanisms (e.g., con-
tainers) may reduce overhead but expose more tool executions to
shared host resources. Existing systems largely rely on one-size-fits-
all isolation choices or static resource controls, lacking a principled
way to reason about this trade-off between isolation, performance,
and resource efficiency.

A key challenge in making such isolation decisions is that an
agent’s exact sequence of tool invocations is often not known in
advance. Agent execution is inherently dynamic, with tool usage
depending on intermediate results, external responses, and evolving
plans. However, despite this uncertainty, agent behavior is typically
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(a) Average CPU utilization per tool call. >100% = tool used multiple
cores in parallel and <100% = time blocked/waiting off-CPU.
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(b) Average memory usage per tool call.
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(c) Execution-time distribution per tool call.

Figure 2: Resource utilization and execution-time distribu-
tion per tool category across isolation platforms.

guided by a bounded set of accessible tools and task-level intent [22,
30]. While individual execution trajectories may vary, these signals
provide a basis for approximating how likely an agent is to interact
with shared resources.

Building on this observation, we seek a principled way to quan-
tify the interference risk induced by an agent’s interactions with
shared resources, primarily through its tool usage. The goal is
to make an isolation selection tool-aware: to estimate how much
shared-state exposure an execution environment creates for an
agent task, and when stronger isolation may be needed. Instead
of relying only on worst-case assumptions, we estimate exposure
from observed or previously profiled resource behavior, combining
how frequently a workload exercises a shared-resource interface
with the potential impact of that interaction.

We introduce Expectation of Risk (𝐸𝑜𝑅), an isolation metric that
estimates the interference risk induced by an agent’s tool-mediated
interactions with shared infrastructure. 𝐸𝑜𝑅 is a resource-specific
isolation signal: for one interference dimension, it combines how
much a workload exercises shared resources with the severity of
interference through those resources. In this paper, we instantiate
EoR for shared host-kernel exposure using host-level syscall profiles
and shared kernel locks. This provides a first step toward tool-
aware runtime selection, where isolation risk can be combined with
performance and efficiency goals.

2 MOTIVATION: TOOL-AWARE ISOLATION
Agent tool calls are the system-facing actions through which an
agent accesses OS resources. A single task may invoke many tools,
and each tool can stress different parts of the system: file-search
tools interact with filesystem metadata, test commands spawn pro-
cesses and consume CPU and memory, and package managers
access filesystems, networks, package caches, and build tools. How-
ever, tool behavior alone does not determine isolation: the same
logical tool may expose different amounts of shared host-kernel
state depending on whether it runs in a container, secure container,
or microVM.

We replay Haiku tool-call traces from AgentCgroup [31], col-
lected on SWE-rebench software-engineering tasks [5]. These tasks
require agents to interact with real codebases by inspecting files,
modifying code, running commands, and adapting based on ex-
ecution feedback. Figure 2 shows the CPU utilization, memory
usage, and execution-time distribution of all tool calls across all
Haiku tasks on each runtime. We observe that tool behavior is
highly heterogeneous: test execution and Python-based tools show
higher CPU use, package installation tends to have larger memory
and execution-time costs, and simple reads, edits, and text process-
ing are comparatively lightweight. The same logical tool can also
behave differently across platforms; for example, Firecracker (fc)
often incurs a larger memory footprint due to the microVM bound-
ary, while runc appears cheaper because it shares the host kernel
directly.

This variation motivates tool-aware platform selection: different
tools may need different isolation boundaries depending on their
resource behavior and shared host-state exposure. Resource usage
alone is insufficient, since a higher-overhead runtime may expose
less shared host state, while a lightweight runtime may expose
more. Thus, platform selection must consider both resource cost
and shared system state exposed by each runtime.

This motivates our research question: Can we use the tool behav-
ior within an agent task to estimate which platform provides sufficient
isolation? Different isolation platforms change which system calls
reach the host kernel. For example, fc handles most syscalls inter-
nally. Thus, the same tool can produce different host-level syscall
profiles across platforms. We use host-level syscall profiles as a
lightweight signal of how the task reaches the host kernel, map
those profiles to shared kernel lock activity to compute task-level
𝐸𝑜𝑅, and use 𝐸𝑜𝑅 to compare the isolation provided by different exe-
cution environments. 𝐸𝑜𝑅 can later be combined with performance
and efficiency goals to guide placement decisions.

3 ISOLATION AS A QUANTIFIABLE METRIC
We model an isolated workload 𝑠 as an application workload 𝑤

executed under a runtime that enforces an isolation boundary. For
agentic systems,𝑤 is a tool invocation or a sequence of tool invoca-
tions issued by an agent. Let R𝑠 denote the resources accessed by 𝑠 ,
and let 𝑇𝑠 denote the set of co-located workloads. The interference
resources are those accessed by both 𝑠 and at least one neighbor:

I𝑠 = R𝑠 ∩
(⋃
𝑡 ∈𝑇𝑠

R𝑡

)
. (1)
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If I𝑠 = ∅, then 𝑠 is fully isolated with respect to the resource di-
mension being measured. Otherwise, the question is how much
potential interference exists through the overlapping resources.
Expectation of Risk.We quantify this potential interference using
Expectation of Risk (EoR):

EoR(𝑠) =
∑︁
𝑖∈I𝑠

mag(𝑖) · 𝑟 (𝑖). (2)

Here, mag(𝑖) is the interference magnitude, capturing how much
the workload exercises resource 𝑖 , and 𝑟 (𝑖) is the associated risk,
capturing the severity of interference through that resource. The
neighbor dependence enters through I𝑠 : only resources accessed by
both 𝑠 and at least one co-located workload contribute to 𝐸𝑜𝑅. These
overlapping resources can be identified from previously collected
solo profiles of each workload–platform pair, without requiring
the workloads to be profiled while co-running. 𝐸𝑜𝑅 is comparative:
lower 𝐸𝑜𝑅 indicates lower exposure for the measured resource
dimension.

The metric is resource-specific. Different isolation questions may
instantiate I𝑠 , mag, and 𝑟 differently. In this paper, we target perfor-
mance interference from host-shared kernel state. We use host-level
syscalls as the observable signal of how an agent task reaches the
host kernel, and shared host-kernel locks as the interference re-
sources. This produces a task-level estimate of host-lock exposure
under each isolation runtime.

4 EMPIRICAL EVALUATION METHODOLOGY
We evaluate whether agent tool-call behavior can be used to esti-
mate the isolation provided by different isolation platforms/run-
times. Our evaluation uses tool-call traces from Haiku agent ex-
ecutions collected by AgentCgroup [10, 31]. Each trace consists
of the ordered sequence of tool calls issued during an agent task,
including tool labels, command information where available, and
tool call boundaries. We replay these traces under different isolation
runtimes and collect execution time, resource usage, and host-level
syscall activity for each tool call window. These measurements
allow us to compare how the same logical agent task interacts with
the underlying system across runtimes.

We measure across three isolation platforms: (1) native Linux
containers (runc), (2) gVisor (runsc-kvm) release-20260520.0 us-
ing the KVM platform [13], and (3) Firecracker (fc) v1.15.1. These
platforms represent increasingly strong isolation boundaries: runc
shares the host kernel directly, runsc-kvm mediates system calls
via a user-space kernel, and fc executes the workload inside a mi-
croVM. All experiments run on CloudLab [9] c220g5 nodes with
2.20GHz Intel Xeon Silver 4114 CPUs, 192GB memory, an Intel DC
S3500 480GB SSD, a 1TB 7200RPM HDD, and a 10Gbps NIC. We
run Ubuntu 22.04 with Linux kernel v6.1.

4.1 Tool-Call Replay Across Platforms
Our replay framework executes the extracted Haiku tool-call se-
quence inside each isolation platform. We measure only the exe-
cution time of the replayed tool-call sequence after the isolation
environment has been initialized. Startup costs for creating the
container, gVisor sandbox, or microVM are excluded. We run two
sets of replay experiments.

First, we run each Haiku task in isolation under each platform
and collect CPU and memory utilization metrics. These measure-
ments motivate the runtime-selection problem by showing that the
same logical agent task exhibits different resource behavior across
isolation platforms, as shown in Figure 2.

Second, we run profiling experiments across two modes under
each platform: (a) solo and (b) co-run. In the solo mode, the target
task runs alone, and in the co-run mode, the same target task runs
concurrently with N co-located homogeneous neighboring work-
loads on the same platform. We use the ratio (corun/solo) between
solo and corun execution time to compute slowdown at the task and
tool call granularity. This slowdown is the observed interference
risk signal used to validate whether higher 𝐸𝑜𝑅 estimates corre-
spond to higher performance degradation. For each replay, we also
collect the host-level syscall profile for each tool call window.

4.2 Syscall and Execution-Time Profiling
We profile each tool call using a common interface across platforms.
The replay driver marks the start and end of every tool invoca-
tion and records its wall-clock execution time. In parallel, an eBPF
profiler attaches to the kernel’s raw_syscalls:sys_enter and
raw_syscalls:sys_exit tracepoints to collect host-level syscall
events. For each syscall, the profiler records the syscall identifier,
process id, return status, and latency. At the end of the run, syscall
events are assigned to the tool call window in which they occurred.
This produces per-tool-call syscall counts and latency statistics.

4.3 Estimating Shared-State Exposure
We use host-level syscalls as a lightweight signal for estimating
shared kernel exposure. We construct the syscall-to-lock profile by
executing syscalls while tracing their lock activity, and retaining
only locks that can be shared across workloads based on the kernel
objects they protect. The idea is that the runtime determines which
host-level syscalls are issued during a tool call, while the syscall-
to-lock profile estimates the shared host-kernel state exposure via
the lock activity associated with those host-level syscalls. This is
an approximation: the exact lock activity of a syscall can depend
on arguments, object types, and execution context. However, it lets
us estimate shared-state exposure without enabling expensive lock
tracing [3] for every full agent replay. A more robust profile could
average lock behavior over multiple representative invocations of
each syscall to capture this variability.

4.4 EoR Calculation
Our evaluation uses homogeneous neighbors that replay the target
workload; thus, the target’s reachable shared resources are the
interference set, I𝑠 = R𝑠 (Eq. 1). For heterogeneous neighbors, the
same solo profiles apply, but I𝑠 is restricted to resources reached
by both the target and its neighbors.

We calculate 𝐸𝑜𝑅 using host-level system calls as observable
signals of access to shared host-kernel state. In this instantiation,
the interference resources are shared host-kernel locks. Each syscall
𝑠 is mapped to the shared locks it exercises using the syscall-to-lock
profile (§4.3).

For a task 𝑡 running on platform 𝑝 , let 𝑆𝑡,𝑝 be the set of host-level
system calls observed during the task’s solo execution. We evaluate

3
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task-level isolation by aggregating system calls across all tool-call
windows within the task. We compute:

EoR(𝑡, 𝑝) =
∑︁

𝑠 ∈ 𝑆 (𝑡, 𝑝 )
𝜆(𝑡, 𝑝, 𝑠) · 𝑅(𝑠) (3)

where 𝜆(𝑡, 𝑝, 𝑠) is the interference magnitude of system call 𝑠 , and
𝑅(𝑠) is the associated risk of one call of 𝑠 . For tool-level 𝐸𝑜𝑅, we
apply the same calculation after aggregating the solo syscall profiles
for each tool category across all tasks, yielding a single 𝐸𝑜𝑅 value
per tool category and platform (§5.3.3).

We exclude blocking-by-design syscalls (e.g., epoll_pwait,
poll, nanosleep, wait4) from 𝑆𝑡,𝑝 , since their host-lock time is
dominated by waiting rather than contention.
Interference Resource is the shared host-kernel state that can be
contended across co-located tasks; we use shared kernel locks as
its proxy.
Unit of Interference is the host-level system-call invocation. We
denote the syscall identifier by 𝑠 (e.g., read, write or mmap). For
each 𝑡 and 𝑝 , we count how many invocations of each syscall 𝑠 are
observed during solo execution.
Interference Magnitude is the solo issue rate of syscall 𝑠 , com-
puted by dividing the number of invocations of 𝑠 by the execution
time.

𝜆(𝑡, 𝑝, 𝑠) = count_solo(𝑡, 𝑝, 𝑠)
𝑇solo (𝑡, 𝑝)

(4)

Risk is the shared-lock exposure per invocation of a host-level
syscall 𝑠 . We treat 𝑅(𝑠) as platform-independent: once a runtime
issues syscall 𝑠 to the host kernel, the syscall is serviced by the
same host kernel and can reach the same shared kernel locks. Thus,
different platforms affect 𝐸𝑜𝑅 through the set and rate of host-level
syscalls they generate, 𝜆(𝑡, 𝑝, 𝑠), while the per-syscall risk 𝑅(𝑠) is
obtained from a common syscall-to-lock profile. For each syscall 𝑠 ,
we compute:

𝑅(𝑠) =
∑︁
𝐿

hold_ns(𝑠, 𝐿)
calls(𝑠, 𝐿) · 109 (5)

where 𝐿 ranges over shared kernel locks reached by 𝑠 , and
calls(𝑠, 𝐿) is the number of invocations of 𝑠 recorded in the same
profiling run measured by hold_ns(𝑠, 𝐿). Each ratio is the average
hold time on 𝐿 per invocation of 𝑠 ; the 109 factor converts nanosec-
onds to seconds, so 𝑅(𝑠) has units of seconds per invocation.

Thus, 𝑅(𝑠) is not the risk of the syscall as a resource; it is the ag-
gregate risk of the shared lock resources reached by one invocation
of syscall 𝑠 .

Multiplying the system-call issue rate in calls per second by the
per-call risk in seconds per call gives a dimensionless 𝐸𝑜𝑅 contri-
bution. Thus, 𝐸𝑜𝑅 estimates the fraction of execution exposed to
shared host-kernel lock contention, using only solo syscall behavior
and the syscall-to-lock calculation.

5 RESULTS
In this section, we evaluate whether tool-call behavior can be used
to estimate the isolation provided by different isolation platforms for
agent tasks. We first measure the performance impact of tool-calls
co-location by comparing solo and co-running executions at both
task (§5.1) and tool call (§5.2) granularity, establishing the observed
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Figure 3: Task-level slowdown under co-location with 𝑁=10
neighboring workloads.

performance interference that an isolation metric should explain.
We then evaluate whether task-level EoR (§5.3), computed from
host-level syscall behavior and syscall-to-lock profiles, captures the
shared host-kernel exposure associated with that interference.

5.1 Slowdown under co-location
Figure 3 shows task-level slowdown for the replayed SWE-rebench
tasks, each co-located with N=10 copies of the same task. runc has
the largest slowdown, runsc-kvm is intermediate, and fc has the
smallest slowdown. The magnitude of the gap between runtimes
is substantial: the median slowdown under runc is approximately
64%, compared with 25% for runsc-kvm and below 20% for fc. Thus,
under the same co-location pressure, runc tasks slow down more
than three times as much as fc tasks at the median.

Importantly, some tasks experience little slowdown while others
experience substantially larger degradation, particularly under runc.
This task-level heterogeneity means that a fixed platform-level
choice can over-provision low-risk tasks or under-protect high-
risk ones. This implies the need for a per-task isolation signal that
estimates the shared host state exposed by a task. Such a signal
captures the isolation side of the placement trade-off; combined
with performance targets and resource costs, it can guide selection
of the right platform that keeps interference within an acceptable
bound.

5.2 Tool-level Slowdown
We now break down the slowdown by tool category (Figure 4a),
aggregating solo and co-run execution time across all calls of each
category, to understand which parts of the tool sequence are most
affected. Under runc, several filesystem-facing categories experience
large slowdowns, including Git operations, file exploration, writes,
grep, edit, and Bash commands. Thus, the task-level slowdown is
not spread uniformly across the tool sequence but concentrated in
specific tool categories.

runsc-kvm generally shows lower slowdown than runc, but not
uniformly. Package installation, for example, slows down more un-
der runsc-kvm, likely because it combines many filesystem, process,
and package-cache operations that are mediated by the user-space
kernel, amplifying runtime-specific overhead. fc shows the lowest
slowdown for most tool categories, indicating lower end-to-end
impact from co-located tool execution.

Next, we ask whether these end-to-end slowdowns are re-
flected in host-kernel syscall time. Figure 4b shows syscall-time
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(a) Per-tool execution time slowdown.
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Figure 4: Tool-level slowdown under co-location with 𝑁=10
neighboring workloads.
slowdown for the same tool categories, computed by summing
count × avg_lat_ns across all syscalls and tool calls in each cate-
gory and comparing co-run against solo.

For many tool categories, host syscall time increases under co-
location, especially under runc. This shows that co-location affects
a broad set of host syscall paths, not only the tools with the largest
end-to-end slowdowns. However, syscall-time slowdown is tool-
dependent and does not always match end-to-end slowdown. We
minimize hardware-level interference by pinning CPUs, disabling
hyperthreading, provisioning memory, and partitioning the LLC,
but some shared residual channels may remain. We therefore treat
host syscall behavior as one observable isolation dimension rather
than a complete account of end-to-end slowdown.

Together, these results show that co-location slowdown is both
tool-dependent and runtime-dependent. Execution-time slowdown
shows where interference appears in the tool sequence, while
syscall-time slowdown captures the shared host-kernel state di-
mension exposed through syscall paths. We next evaluate whether
𝐸𝑜𝑅 can estimate this shared-state exposure from solo syscall be-
havior.

5.3 EoR
We evaluate the task-level 𝐸𝑜𝑅 defined in §4 (Eq. 3). Since 𝐸𝑜𝑅 is
computed entirely from solo runs, the measured co-run slowdown
serves as a separate validation signal.

5.3.1 EoR–Performance Correlation. 𝐸𝑜𝑅 is intended as a compar-
ative isolation signal rather than a calibrated predictor of absolute
slowdown, hence, we use Spearman rank correlation [28] to test
whether higher task-level 𝐸𝑜𝑅 corresponds to higher measured
co-run slowdown. Table 1 shows the correlation pooled across all
task–platform points and within each platform.

We observe that 𝐸𝑜𝑅 is strongly correlated with slowdown
(𝜌 = 0.67, 𝑛 = 129) when pooled across runtimes, showing that it

Scope 𝑛 (data points) Spearman 𝜌

Pooled (all platforms) 129 0.67
runc 43 0.46
runsc-kvm 43 −0.11 (n.s.)
fc 43 0.34

Table 1: Spearman rank correlation between 𝐸𝑜𝑅 and mea-
sured co-run slowdown (𝑁=10), pooled across platforms and
within each platform. n.s.: not significant (𝑝 > 0.05).
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Figure 5: Task-level 𝐸𝑜𝑅 versus measured co-run slowdown.
Platform Median 𝐸𝑜𝑅 (%) Median slowdown (%)

runc 11.1 64
runsc-kvm 3.2 25
fc 0.13 12

Table 2: Median task-level 𝐸𝑜𝑅 and measured co-run slow-
down by platform (𝑁=10).

captures the large cross-platform differences in performance inter-
ference. This pattern of correlations is what the mechanism predicts.
Within runc—the platform that shares the host kernel directly—𝐸𝑜𝑅
predicts per-task slowdown (𝜌 = 0.46), confirming that where host-
lock sharing is the dominant channel, 𝐸𝑜𝑅 tracks it. For runsc-kvm
and fc, which limit syscalls to the host kernel, host-lock exposure
is low by design; accordingly, 𝐸𝑜𝑅 shows a weaker (fc, 𝜌 = 0.34) or
statistically insignificant (runsc-kvm, 𝜌 = −0.11) within-platform
correlation. Thus, 𝐸𝑜𝑅 predicts the shared host-lock component of
interference, which dominates under runc and is small under the
stronger isolation boundaries; the insignificant runsc-kvm result
indicates no host-lock signal to detect, rather than an inverse rela-
tionship.

5.3.2 Cross-Platform EoR Ordering. Beyond per-task prediction,
𝐸𝑜𝑅 reproduces the cross-platform ordering of interference from
solo data alone. Table 2 reports median 𝐸𝑜𝑅 and median measured
slowdown per platform. 𝐸𝑜𝑅 ranks the platforms in the same order
as measured slowdown: fc < runsc-kvm < runc. This comparison is
important as slowdown is the observed co-location outcome, while
𝐸𝑜𝑅 is computed without running the workload under co-location.

The 𝐸𝑜𝑅 gap is substantial: median 𝐸𝑜𝑅 under runc is about 85×
higher than under fc and about 3.5× higher than under runsc-kvm.
This range is much wider than the corresponding slowdown range
(64%, 25%, and 12%), indicating that 𝐸𝑜𝑅 is not a linear predictor of
absolute slowdown. Instead, it measures the host-shared-lock expo-
sure created by each runtime. Thus, the same replayed agent tasks
reach very different amounts of shared host-kernel state depending
on the runtime.

5



AgenticOS Workshop’26, September 29, 2026, Prague, Czechia Anjali and Michael M. Swift

File
 Exploration

Packa
ge Insta

ll
Grep

Glob
Bash

Text Processin
g

Shell/E
nvironment

Git O
perations Edit

Read

Python Snippet
Write

Python Run

Test E
xecution

10−1

100

101

102

pe
r-t

oo
l E

oR
 (%

, l
og

)

N = 10 neighbors
runc ≈ runsc-kvm

runc runsc-kvm fc

Figure 6: Tool-level 𝐸𝑜𝑅.

Scope 𝑛 (total tools) Spearman 𝜌 (exec) Spearman 𝜌 (syscall)

Pooled (all platforms) 42 0.82 (𝑝<0.001) 0.74 (𝑝<0.001)
runc 14 0.52 (𝑝=0.059) 0.41 (𝑝=0.144)
runsc-kvm 14 0.53 (𝑝=0.049) 0.52 (𝑝=0.059)
fc 14 0.36 (𝑝=0.210) 0.23 (𝑝=0.422)

Table 3: Spearman rank correlation between per-tool 𝐸𝑜𝑅 and
measured per-tool corun slowdown (𝑁=10), using execution-
time (Figure 4a) and syscall-time (Figure 4b) slowdown. Each
within-platform correlation uses 14 tool categories.

With only three well-understood platforms, this ordering may
seem unsurprising. Its value is that 𝐸𝑜𝑅 derives the ranking from
each platform’s measured host-lock exposure rather than assuming
it. The same procedure can therefore be applied when the order-
ing is not known a priori, such as with new runtimes, unfamiliar
sandboxes, or different configurations of the same runtime. Here,
the known ordering of fc < runsc-kvm < runc serves as a sanity
check that 𝐸𝑜𝑅 captures the expected shared-host lock exposure
differences between these platforms.

Figure 5 shows that this separation holds at the task level, not
only at the median: the platforms form ordered 𝐸𝑜𝑅 bands that
align with their slowdown bands, placing runsc-kvm between runc
and fc. Because 𝐸𝑜𝑅 is computed entirely from solo execution, it can
provide the isolation side of a placement decision by ranking plat-
forms according to shared-host state exposure, without requiring
direct co-run measurements for every task.

5.3.3 Tool-Level EoR. Task-level 𝐸𝑜𝑅 aggregates over an entire
agent trajectory. We now compute 𝐸𝑜𝑅 at tool-call granularity, ag-
gregating solo syscall profiles within each of the 14 tool categories,
and ask whether 𝐸𝑜𝑅 ranks tools by interference exposure the way
it ranks tasks and platforms.

Figure 6 shows per-tool 𝐸𝑜𝑅 across platforms. We make two
key observations. First, the isolation benefit is tool-dependent. For
file and I/O-heavy tools such as File Exploration and Read, runsc-
kvm has substantially lower 𝐸𝑜𝑅 than runc, by about 5-10×. In
comparison, for Test Execution and Python Run, 𝐸𝑜𝑅 under runsc-
kvm is comparable to runc, indicating that runsc-kvm does not
substantially reduce host-lock exposure for these tool categories.

Second, the relative 𝐸𝑜𝑅 of tools changes across platforms. File
Exploration has one of the highest 𝐸𝑜𝑅s under runc, but drops sub-
stantially under runsc-kvm. In contrast, Python Run has relatively
low 𝐸𝑜𝑅 under runc, but is among the highest under runsc-kvm.
This result shows that the isolation benefit of a platform depends
on the tools an agent executes. Hence, the same isolation platform
may provide different benefits depending on a task’s toolset.

Table 3 reports the rank correlation between per-tool 𝐸𝑜𝑅 and
the tool-level slowdowns of §5.2. Pooled across platforms, the corre-
lation is strong (𝜌=0.82 against execution-time slowdown, 𝜌=0.74
against syscall-time slowdown). As with the task-level result, the
pooled correlation partly reflects differences across platforms. A
harder test is whether 𝐸𝑜𝑅 can rank tools within each platform.

Unlike the task-level result, where runsc-kvm showed no within-
platform signal (𝜌=−0.11), the tool-level correlations are positive
on all three platforms. The execution-time correlations are similar
for runc (𝜌=0.52) and runsc-kvm (𝜌=0.53). This suggests that aggre-
gation by tool category reduces some per-task variation and reveals
a rank signal that is less visible at task granularity. However, with
only 𝑛=14 tool categories per platform, statistical power is limited,
so we interpret these within-platform results as directional rather
than conclusive.

The correlation is weakest under fc (𝜌=0.36 for execution time).
As Figure 6 shows, fc keeps host-lock exposure low across all tool
categories. Within this low-exposure regime, differences in end-to-
end slowdownmay increasingly reflect interference sources outside
the shared host-lock state captured by the current 𝐸𝑜𝑅 instantiation.

6 DISCUSSION AND FUTUREWORK
EoR complements resource partitioning.CPU pinning, cgroups,
and cache or bandwidth partitioning control resource allocation,
but they do not eliminate interference through shared kernel state.
Co-located workloads may still contend on allocator structures, or
filesystem-journaling paths even when CPU, memory, and cache
resources are controlled. EoR captures this residual shared kernel-
state interference and can serve as the isolation side of a future
placement policy, while allocation controls manage partitionable
resources within the chosen isolation boundary.
From prediction to placement. EoR provides the isolation side
of the placement trade-off, but runtime selection must balance iso-
lation, performance, and efficiency. A future policy would combine
EoR with slowdown targets and runtime overheads to choose a
runtime that provides sufficient isolation without over-isolating
low-risk tasks or under-isolating high-risk ones. This requires cali-
brating EoR against performance targets and extending it beyond
the current shared-kernel-state signal to other interference dimen-
sions.
Scaling and tool non-determinism. Applying EoR at scale raises
two practical questions. First, EoR requires profiling tool behavior,
which appears costly for a large tool ecosystem. However, the ex-
pensive component—the syscall-to-lock profile 𝑅(𝑠) is a property
of the host kernel, measured once and reused across all tools and
workloads; per-task EoR then needs only cheap solo syscall counts
(𝜆), with no co-run or lock tracing. Because an agent’s toolset is
bounded and tools recur across tasks, these per-tool profiles amor-
tize. Second, a bounded tool set does not bound tool behavior: a
single tool such as a shell or test runner can issue very different
syscalls depending on its arguments and inputs, which are not
known in advance. EoR is defined as an expectation precisely to
accommodate this: rather than a point prediction, a tool can be char-
acterized by a distribution of syscall behavior collected over many
invocations, and placement can reason about expected interference.
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